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1. Introduction

This User Manual{UM) provides the information necessary for SBA Connect users and SBIC Users to
effectively use the system to login and access the applicaBB8AsConnecprovides Single Sign On
capabiities andis designed for th©ffice of the Chief Information Offier as part of its Modernization
Program.

The SBA Connect application is acces#adugh a web browser. Currently, the application supports
Microsoft Edge, Google Chrome, and Internet Explorer 11.0 or TEber SBA Connecapplication is
integrated with bgin.govfor User Management, Authentication, and Midgéictor Authentication.

Existing Users can log into the application with their Logi.gccount. Ithe User does not have an
existing Login.govaccount, hey can f ol l ow t he ol ifmlomi €rheatLe ga
In Pageand follow the steps to create a new account.

Users willbenefit from the Single Sign On capabilities of SBA Conbgagainingsecure access to
various SBA resources through asign in
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2. Overview

SBA Connect is a webased application designedpmvideSingle Sign Orcapabilities for SB. users
It allowsusersto log inonceand have access to multiple applications based on their role in the
organization.

Currently, SBA Connecsupportghe SBIC WEB application and includes the following features:

1 Integration with Login.gov

Multi-Factor Authentication

User Management

Role Based Access Control

Integration with SBICNVEB

1 SBA Connect ser support/helpdesk/FAQs

= =4 A A

The SBA Connectpplication can be accessed using the URbs://connect.sba.ga\Below is a list of
browsers that can be usedojatimally view the application

1 Microsoft Edge
1 Google Chrome
7 Internet Explorer 11.0 or later

2.1 Conventions

This section describes typographic conventions used in this document.

Example of Convention Explanation

Boldface type Boldface sentences argystem responsesfor
respectivauser input.

Italic type Accentuates words or phrases that hapecial
meaning or are being defined.

This document provides screen prints and corresponding narrative to describe ho®Bé @xmnect

When an action is required on the part of the reader, it is indicated by a line beginning with the wol
A Act iFar exaniple:

Action Click on OK

Fields or buttons to be acted upon are indicated in bold italics in the Action statemksito be acted
upon are indicated as links in underlined blue text in the Action statement.
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Note The tuUseemdébois used throughout this document
acquired access ®BA Connect

3. Getting Started
3.1 Using the System

This user manual details the authentication process for@der Types on SBA Connect, please skip
tothesectioof A Getti ng Startedo t hadetailedpplkthroagh. t o y ot

This user manual provides detailed instructions atimitequirecauthenttation processes depending
on if the user iqn

1 External User (New User).
1 External Use(EXxisting).
1 Internal SBA User

New External User stepby-step instructions

B a

(3 SBA Employee Gateway ] 3 Blank page * i-|— £
O & O nps/ IR <: TYPE IN THE URL AND PRESS "ENTER"
D https://connect.sba.gov
F https://connect.sba.gov/

O https://connect.sba.gov/Home/TermsAndConditions

Figure 3.1.1 Accessing SBA Connect

Userscan access the application by navigating to the URbs://connect.sba.gov

9 Action: Type the URL in your browser address window and press Enter.

User will get redirected to the SBA Connect Login Page.
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— O m (4 httpsy//connectussba.io/

External Users Internal Users
EXISTING EXTERNAL
EJ> | Create an Account l
—_
L

Figure 3.12 SBA Connect LogirPage

1 Action:Cl i ck fAlexgisnd nfgorLogin. gov accounts or
account.
User wil | be redirect e dPagefor SBAwmnnécilapplicaten & Condi

Terms and Conditions

Figure 3.13 SBA Connect Terms and ConditioRage
1 Action: Click Accept to accept the terms and conditions set forth by the U.S. Government for
access/use of its information systems (Highlighted).

Users will be redirected to the Login.gov Sign IiPage
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U LOGIN.GOV IR
SBA_test is using login.gov to allow
you to sign in to your account safely

and securely.

Email address

poncnave nsccoun (R D NEW USERS CLICK THIS
LINK TO CREATE

ACCOUNT

Figure 3.14 Login.gov Sign InPage

New External Users can create a new Login.gov account by following thdgt&ep instructions
provided below. Please refer to the following section.

Login.gov Account Creation Steps

New Users:

T ActionnCl i ck the I ink for #fCr easepdbelawtocleatcao unt o
Login.gov account
L=] o:ll SBA Connect O logingov - Signup for X |+ ~ — o 5
(e () w & idp.intidentitysandbox.gov, b d = 7. =

STEP 1 OF 4

Enter your email address

Email address

Navpreet.Chhina@sba.gov

Cancel

Security Practices and Privacy Act Statement

@® Language - HELP CONTACT PRIVACY & SECURITY

Figure 3.15 Login.gov Account Creation Email Address Page
1 Action: Enter the Email Address and click Submit.

User will be redirected to an email confirmationPage

p.9
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B <« | SBA Connect O logingov - Checkyour X [ ==~ — (= x

&« O & { idp.int.identitysandbox gov Hr > 72 @

U LOGIN.GOV

=
Check your email

We sent an email to navpreet.chhina@sba.gov with
a link to confirm your email address. Follow the link to
continue creating your account.

Didn’t receive an email? Resend
Or, use a different email address

You can close this window if you're done

Figure 3.16 Login.gov Account Creation Email confirmationPage

U LOGIN.GOV

Confirm your email

Thanks for creating an account. Please click the link below or
copy and paste the entire link into your browser. This link will
expire in 24 hours.

Confirm email address

https:/fidp.int.identitysandbox.gov/sign_up/email/confirm?
_request _id=&confirmation token=hsfsvpCRk-fBHWx3oyCd

Figure 3.17 Login.gov Account Creation Email Validation Screen

1 Action: Check your email and click confirm email address.

User will be redirected to Create Passworgage

p.10
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< You hawe confirmed your email address

STEP 2 OF 4

Create a sStrong password

It must be at least 12 characters long and not be a commonly used
passwword. That's it!

] Show password
Password

Password strengths ...

Password safety tips ==

« Cancel account creation

Figure 3.18 Login.gov Account Creation Create Passwordage

1 Action: Create a Password that meets Login.gov Password rules and Click Continue.

Users will be redirected to set up a secondary method afithentication

=] €|| SBA Connect ‘ O logingov - Check your emz ‘ 0 logingov - Two-factor: | + v

> O @ ¢ idp.intidentitysandbox. gov. * = L

B

login.gov makes sure you can access your account by adding a
second layer of security.

Selecr an oprion to secure your account:

© Phone

Get your security code via text message (SMS) or phone call

O Authentication application
Set up an authentication application to get your security
code without providing a phone number

O Government employees

Use your PIV/CAC card to secure your account

O Backup Codes
Receive a pre-generated list of security codes to use when
signingin

Figure 3.19 Login.gov Account Creatioh Secondary Authentication Page

1 Users can choose from SMS, Automated Phone Call, and Authentication App to receive the co
for additionalauthentication

p.11
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1 Action: As an example, for the SMS (text message) optelacsphone and click continte be
directed to a Page to set up the meissages.

[} ~E|| | SBA Connect 0 logingov - Checkyourems | © logingov - Send yours X | + v (w1 x
T O 0 A idp intidentitysandbox gov, ¥ = 7 @

Phone number

=m- (805)667-7670 l

How should we send you a code?

You can change this selection the next time you log in. If you entered

alandline, please select "Phone call" below.
© Text message (SMS) O Phone call

Make this your default phone number?

Please check the box below if you want this to be the default phone

number you receive text messages or phone calls

Default phone number

hitpsy/idp.intidentitysandbox.gov/phone selup Choose another option

10117 AM

7/9/2019 EZ

Figure 3.110 Login.gov Account Creation Text Messaging Sep Page

M Action: Enter Phone number and click send code

User will receive a text message containing adigit code

eI O logingov Welcome ' logingov Two factorauth | B logingor Welome U ogingo - Credk yourema | D 1ogiigoy | Check yourema | 0 1n00% | Cheakyom ma | Oty (rier the o | BRI
& ST tpntctontiyandbare gov

ks = L & -

U LOGIN.GOV

Enter your security code
We a security code to +1 805-667-7670. | his code will expire in

LS. Gurral Servneas Admuristratizn @ Language

Figure 3.111 Login.gov Account Creation Security Code Confirmation Page
1 Action: Enter the code receivaxh the phone and click Submit to be directed to select an
additional secondary authentication method.
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™ a2 SUA Connect O logingoy - Welcome O logingoy - Iwo-factor suth O logingov - Welcome: O logingoy - Checkyour ems | O logingo - Checkyour ema - 0 logingoy - Checkyourema | O logingoy - Add sbacks X | 4= &2 - 8 x
< O @ ¢ idp.ntidentityzandboxgov. * P
©  Phone wias successfully setup ax an authentication

Add another method

eth

Select an additional method to secure your account

© second phone
Authentication application
tup an authentication application t
) Government employees

> Backup Codes

Figure 3.112 Login.gov Account Creatioh Secondary Autbntication Page

1 Action: Select Secondary method of authenticatidere Authentication application is shown as
an example.

™ o] e cone )

p— O logingow  twe frctormith O logingov - Weleme O ingingov you | © logingoy - ¥ O logingoy - © ingingoy - st up two-+ < | —e =

o @

o0

e the code from the app
todeat m
"

Figure 3.113 Login.gov Account Creation Authentication Application Page
1 Action: Enter Authentication app code, cli€ubmit

1 User will be redirected to a confirmation screen and an email of successful Login.gov account
creation will be sent.
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™ = S8A Connect O logingov - O logingoy - O logingov O logingov o o O logingey - Account . - o x
- O @ ‘ W intidentityzandboxaoy, o EE

Emall addrasses

,,,,,,,,

Phone numbers

Figure 3.114 Login.gov Account Creation New Account Confirmation Page

Existing External User step-by-stepinstructions:

[ 3 SBA Employee Gateway EI SBA Connect Bl sBA Connect SBA Connect
O @ httpSJ<: Type in the URL and click
"Enter"

D https://connect.sba.gov
~ https://connect.sba.gov/

D https://connect.sba.gov/Home/TermsAndConditions

Figure 3.115 Accessing SBA Connect

Userscan access the application by navigating to the URbs://connect.sba.gov

9 Action: Type the URL in your browser address window and press Enter.

Userwill get redirected to the SBA Connect Login Page.

p.14
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@ (4 hiipsy/connectsba.gov/

(Connect

External Users Internal Users
EXISTING EXTERNAL

| Create an Account l

Figure 3.116 SBA Connect Login Page
1 Action: ClicktheALog I ndo button.

User will be redirected to the Login.gov Signn Page.

SBA_ test is using login.gowv to allow
vou tTo sign in to yvour account safely
and securely.

Email address

1. ENTER YOUR
LOGIN.GOV EMAIL

LOGIN.GOV PASSWORD

Show password
Password : 2. ENTER YOUR

Figure 3.117 Login.gov Sign In Page

1 Action: Enter the Email anBassword associated with your Login.gov accaeunct dick Sign In

User will get redirected to the Multi-Factor Authentication Page

p.15
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D LOGIN.GOV BB ses et

Enter your authentication app code
1. ENTER YOUR
SECONDARY CODE
HERE

Remem browser

_-oorie I — T

authenticator

app. If you hawve several
unts set ir app, enter the code corresponding to
navpreet@zenstrategics.com at login.gov. @

Don't have your authenticator app?
Choose ancther security option

Figure 3.118 Multi-Factor Authentication Page

This is the MultiFactor Authenticatioagefor SBA Connect. On this seen the User will enter the
secondary authentication code that they receive via SMS, Automated Phone Call, or Authentication Aj
asshownin the screenshot above.

1 Action: Enter the code that you receive in tine-time securitycode fieldand dick Submit

User will be redirected to the SigaUp Completed Confirmation Page

=] -El O login.gov - You have cre X |+ ~ - Is ] 5%3

= (&} (o] a idp.intidentitysandbox.gov. ks o= Z. =

You have created your account with
login.gov

You can now log into SBA_test.

This is the only information login.gov will share
with SBA_test

@ Email address

Figure 3.119 SignUp Completed Confirmation Page

I Action: Click Continue

User will get redirected to the SBA Connect Landind?age

p.16
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Internal User Authentication Processstep-by-step instructions
Internal UseAuthentication can be stutlivided into twoScenarios

1 Scenario 1 Internal Users who are not logged into the organizational Active Directory.
1 Scenario2: Internal Users who are logged in via tirganizational Active Directory.

Scenario 1 Login Process for Internal Users not logged into Microsoft AD
SBA Connect requires Active Directory Authentication for all Internal Users.

Internal Users that are not logged into Active Directory can utiheefollowing steps to log into SBA
Connect:

Users can access the application by navigating to the bifis://connect.sba.gov

1 Action: Type the URL in your browser address window and press Enter.

5

) SBA Employee Gateway l 3 Blank page X l-l— v
O @ O hipsy/EEERIEN] <: TYPE IN THE URL AND PRESS "ENTER"
© https://connect.sha.gov
£ https;//connect sha.gov/

D https://connect.sha.gov/Home/TermsAndConditions

Figure 3.120 Accessing SBA Connect Application

Users will be redirected to the SBA Connect Login Page.
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Connect

External Users Internal Users

Create an Account q I\-

L

INTERNAL USERS CLICK HERE TO
LOGIN

Figure 31.21 SBA Connect Login Page
T Acti on: Click the fAiLog I no button to continue

Users will be redirected to the Terms and Conditions Page.

Figure 31.22 SBA Connect Terms and Conditions Page

1 Action: Click Accept to accept the terms and conditions set forth by the U.S. government for the access/
of its information systems (Highlighted).

Users will get redirected to the Organizational Active Directory Auhentication Page.
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